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Abstract: To solve the problems of privacy and security in the electronic evidence sharing of Internet of vehicles, a shar-
ing scheme of electronic evidence in the Internet of vehicles based on signcryption and blockchain was proposed. The
evidence ciphertext and the evidence report were stored in the cloud server and the block chain respectively to realize the
secure storage and sharing of the electronic evidence. The identity-based signcryption technology was used to ensure the
confidentiality of data, and the proxy re-encryption technology was used to realize the sharing of electronic evidence of
Internet of vehicles by insurance companies. The aggregation signature technique was introduced to reduce the computa-
tion cost of multi vehicle user signature verification. The reliability of electronic evidence was improved by using credi-
bility incentive mechanism. Security analysis shows that the proposed scheme achieves data confidentiality, integrity, ve-
rifiability and unforgeability. Compared with the existing schemes, the proposed scheme has certain advantages in terms
of computational overhead.
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